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Introduction to quality assurance
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Human Rights

Definition of human rights — historical development of the concept of human rights — culture
relativism versus universally accepted human rights standards — various human rights: personal,
political, civil, social, economic,...etc. — covering human rights within official international
organizations — influence of business and global economic restructuring on human rights —

monitoring human rights — human rights violations.
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Technical Report Writing

The basic rudiments of report writing; The rationale for report writing; the structure of reports;
and such details as physical appearance and linguistic style; In addition to writing reports;
student will also be given supplementary exercises as well as applied project to enhance their
general writing skills

HU112
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Creative Thinking & Communication Skills

Meta-cognition (thinking about thinking) — Edward do Bono's CoRT (cognitive research trust)
program of learning thinking — Vertical and lateral thinking approaches — Creative thinking tools
like Brainstorming, Tony Buzan's Mind mapping and Edward do Bono's Six Thinking hats.
Theories of communication — How to translate theories into complete strategies to communicate
with diverse audience — Written Communications: Memoranda, Letters, Executive summaries,
Business and research reports — Oral Communications: Listening, Presentation skills,
Interviewing, Conducting meetings, Interpersonal communication — Negotiation — Intercultural
communication — Importance of communication in team building.
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Professionalism and Ethics

This course covers the following topics such as critical examination of ethical problems
associated with computer science and engineering — legal and quasi-legal (i.c. policy and
regulative) issues — Process of ethical decision-making — Privacy and confidentiality — Computer
crime — Professional codes and responsibilities — Software piracy — Impact of computers on
society

HU122

“le g pdiall 318 byl
Fundamentals of Project e g el 31} @l

Management

This course covers the following topics such as Evaluation, selection, and organization of
technical projects. Concepts of the network-based project management methodology. Network
development. Project planning, scheduling, and control. Project cost management. Resource
constrained projects. A case study approach is adopted during the course. Commercial software
packages will be used throughout the course. The course will also introduce some contemporary
project management subjects such as: e-projects, and Intelligent project management.
Introduction to Project Management Body of Knowledge (PMBOK) and project management
systems. Pricing and estimating. Project risk management. Managing multiple projects and
enterprise project management. Effects of concurrent engineering. Critical chain project
management. Dependency structure matrix. Object oriented project management

HU123

cliludy) 8 3 jlida s guda ga

Selected Topics in Humanities

This course aims at introducing students to interesting topics in humanities that need to be
identified in a responsive manner to current time.

HU124

Cilaia g (G g

Marketing and Sales

This course covers the following topics Define marketing; Marketing process; Market analysis:
customer base; competition; Best practices and lessons learned; Business research and
forecasting tools and techniques; Trend analysis: economics; social; political; environmental;
technology; Technology assessment practices and techniques; Presentation skills; Sales and
advertising practices; Customer satisfaction strategies; Marketing and branding techniques;
Product portfolio analysis; Global trade and international operations; Pricing strategies.
Managing marketing through customer relationships; social responsibility; marketing ethics. It
emphasizes E-Commerce Application and Implementation through Business Models and
Technology Essentials.

HU125

a8y il

Fundamentals of Economics

This course covers the following topics Concept of economics - the economic problem. Theory
of demand including utility theory, theory of production, theory of cost, theory of firm including
pricing theory - Economics of education - Economics of science and technology - Economics of
automation including computerization.
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MAT111 dalsilly Jualddl
Calculus

This course contains an Introduction to differential calculus of functions of one variable. Review
of elementary functions (including exponentials and logarithms), limits, rates of change, the
derivative and its properties, applications of the derivative. Prerequisites: trigonometry,
advanced algebra, and analysis of elementary functions (including exponentials and logarithms),
The definite integral, Riemann sums, antiderivatives, the Fundamental Theorem of Calculus,
and the Mean Value. Theorem for integrals. Integration by substitution and by parts. Area
between curves, and volume by slices, washers; and shells. Initial-value problems, exponential
and logistic models, direction fields, and parametric curves. Also, Review of limit rules.
Sequences, functions, limits at infinity, and comparison of growth of functions, Review of
integration rules, integrating rational functions, and improper integrals. Infinite series, special
examples, convergence and divergence tests (limit comparison and alternating series tests).
Power series and interval of convergence, Taylor polynomials, Taylor series and applications

MA112 dddaa S| A
Discrete Mathematics

This course covers the following topics: Sets, Venn Diagrams, Set Memberships of tables, Laws
of set Theory, Partitions of sets, Power sets, Propositions and logical operations, Truth tables,
Equivalence, Implications, Laws of Logic, Mathematical Induction and Quantifiers, Relations,
paths and diagraphs, properties and types of binary relations, Manipulation of relations, closures,
Warshall's algorithm, Equivalence and Partial Ordered relations, Posets and Hasse diagram,
Lattice, Monoids, Semigroups and groups, Product and Quotients of algebraic structures,
Isomorphism, Homomorphism, automorphism, Normal Subgroups, Codes and group codes,
Rings, integral Domains and fields, Ring Homomorphism, algorithms, induction and recursion
- relations and functions ; Graphs , lattices, number systems and codes , Boolean algebra. Topics
include propositional logic, digital logic, elementary number theory, and the fundamentals of
counting.

MA113 ol o
Linear Algebra

This course covers the following topics: linear spaces, transformations, matrices, eigenvalues,
eigenvectors, and linear operators, orthogonality, linear independence, matrix algebra, as well
as applications: least squares, linear regression, Markov chains and singular value
decomposition.

PH111 il gAYl {5 aka
Introductory Electronics

This course introduces an Overview of electronic circuits and applications. Electrical quantities
and their measurement, including operation of the oscilloscope. Basic models of electronic
components including resistors, capacitors, inductors, and operational amplifiers.

PH112 | Mechanics, Electricity and - - Agaling g Ul LSilSia
Magnetism e




This course covers the following topics as How are motions of objects in the physical world
determined by laws of physics? Students learn to describe the motion of objects (kinematics)
and then understand why motions have the form they do (dynamics). Emphasis on how the
important physical principles in mechanics, such as conservation of momentum and energy for
translational and rotational motion, follow from just three laws of nature: Newton's laws of
motion. Distinction made between fundamental laws of nature and empirical rules that are useful
approximations for more complex physics. Problems drawn from examples of mechanics in
everyday life. Skills developed in verifying that derived results satisfy criteria for correctness,
such as dimensional consistency and expected behavior in limiting cases. Also, What is
electricity? What is magnetism? How are they related? How do these phenomena manifest
themselves in the physical world? The theory of electricity and magnetism, as codified by
Maxwell's equations, underlies much of the observable universe. Students develop both
conceptual and quantitative knowledge of this theory. Topics include electrostatics;
magnetostatics; simple AC and DC circuits involving capacitors, inductors, and resistors;
integral form of Maxwell's equations; electromagnetic waves. Principles illustrated in the
context of modern technologies

MA114

aYladial g plaal

Probability and Statistics

This course covers the topics include counting and combinatorics, random variables, conditional
probability, independence, distributions; expectation, point estimation, and limit theorems.
Applications of probability in computer science including machine learning and the use of
probability in the analysis of algorithms. Statistical tools for modern data analysis. Topics
include regression and prediction, elements of the analysis of variance; bootstrap, and cross-
validation. Emphasis is on conceptual rather than theoretical understanding. Applications to
social/biological sciences.

MA211

Mathematical Foundations of d gt Al ) )
Computing :

This course covers the following topics: formal mathematical proof writing, propositional and
first-order logic, set theory, binary relations; functions (injections, surjections, and bijections),
cardinality, basic graph theory, the pigeonhole principle, mathematical induction, finite
automata, regular expressions, the Myhill-Nerode theorem, context-free grammars, Turing
machines; decidable and recognizable languages, self-reference and undecidability, verifiers,
and the P versus NP question

0 AU Laia 4y HLod) Baatte A bu (3) rdawla) aglall g cibualy ) il ) J8e 2-2

MA121

aldil) wlbua
Differential Calculus Jalidl

Topics include unconstrained optimization via gradients and Hessians (used for energy
minimization in physics and chemistry), constrained optimization (via Lagrange multipliers,
crucial in economics), gradient descent and the multivariable Chain Rule (which underlie many
machine learning algorithms, such as backpropagatiOfi), and Newton’s method (a crucial part of
how GPS works).

MA122

Ordinary Differential Equations with hall pall g laliil) e alaall
Linear Algebra




Ordinary differential equations and initial value problems, systems of linear differential
equations with constant coefficients, applications of second-order equations to oscillations,
matrix exponentials, Laplace transforms, stability of non-linear systems and phase plane
analysis, numerical methods

MA123

dgipdail) cild gluaal| 4l
Applied Matrix Theory dpdail) b ghuaal) 4y i

Linear algebra for applications in science and engineering: orthogonality, projections, spectral
theory for symmetric matrices, the singular value decomposition, the QR decomposition, least-
squares, the condition number of a matrix, algorithms for solving linear systems

MA124

Introduction to Combinatorics and its Lgilidari g 4880 gt} (A datia
Applications

Topics: graphs, trees (Cayley 's Theorem, application to phylogeny), eigenvalues, basic
enumeration (permutations; Stirling and Bell numbers), recurrences, generating functions, basic
asymptotic.

MA125

Applied Group Theory i ohil de ganall 4y o

Applications of the theory of groups. Topics: elements of group theory, groups of symmetries,
matrix groups; group actions, and applications to combinatorics and computing. Applications:
rotational symmetry groups; the study of the Platonic solids, crystallographic groups and their
applications in chemistry and physics.

MA126

Applied Number Theory and Field Theory Jlaall A it g Al alas ) 4 plad

Number theory and its applications to modern cryptography. Topics: congruences, finite fields,
primality testing and factorization, public key cryptography, error correcting codes, and elliptic
curves, emphasizing algorithms

MA127

Continuous Mathematical Methods b_palaual) dpaly ) (3 pkall

Numerical approaches to the continuous mathematics used in computer vision and robotics with
emphasis on machine and deep learning. The course will focus on the underlying mathematical
methods including computational linear algebra and optimization, as well as special topics such
as automatic differentiation via backward propagation, momentum methods from ordinary
differential equations, CNNs, RNN, etc.

MA128

Vector Calculus for Engineers dgaiall Jualddl) b

Computation and visualization using MATLAB. Differential vector calculus: analytic geometry
in space, functions of several\ variables, partial derivatives, gradient, unconstrained maxima and
minima, Lagrange multipliers. Introduction to linear algebra: matrix operations, systems of
algebraic equations, methods of solution and applications, vector calculus: multiple integrals in
Cartesian, cylindrical, and spherical coordinates, line integrals, scalar potential; surface
integrals, Green's, divergence, and Stokes | theorems. Examples and applications drawn from
various engineering fields

MA129

Introduction to Scientific Computing Asalal] dus gal) uﬁ dadia




Introduction to Scientific Computing Numerical computation for mathematical, computational,
physical sciences and engineering: error analysis, floating-point arithmetic, nonlinear equations,
numerical solution of systems of algebraic equations, banded matrices, least squares,
unconstrained optimization, polynomial interpolation; numerical differentiation and integration,
numerical solution of ordinary differential equations, truncation error; numerical stability for
time dependent problems and stiffness.
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CS111

A Ao

Structured Programming

Structured program development: problem solving decision structure — repetition structures —
Top-down and stepwise refinement — Subprograms: Procedures and functions — Structured
data types: one/two-dimension arrays —strings — Dynamic data structures (pointers) —
Recursion.

CS112

Object Oriented Programming

Concepts of object-oriented programming — use of classes — fundamentals of object-oriented
design- Encapsulation — Data Abstraction — Polymorphism —and Inheritance — analysis of

CS113

algorithms — basic searching and sorting techniques.
a! a . -

Logic Design

Basic logic concepts: Logic states — number systems — Boolean algebra — basic logical
operations — gates and truth tables. Combinational logic: Minimization techniques —
multiplexers and de-multiplexers — encoders — decoders — adders and subtractors — comparators
— programmable logic arrays and memories — design with MSI — logic families — tri-state
devices. Sequential logic: Flip flops— mono-stable multi-vibrators — latches and registers —
Counters

CS211

bl Jsbi g @il j )l Al

Data Structures & algorithms

Binary tree — binary search tree — balanced tree — simple graphs — and hash tables. Quadratic
and sub-quadratic linear sorting algorithms — asymptotic complexity. (e.g., quick sort — merge
sort — heap sort — insertion sort — selection sort and count Built-in data structures. Stacks —
queues — linked lists — and tree structures. Sorting algorithms — searching algorithms — and
hashing. Abstract data types (ADT).

Algorithm concept: computational analysis and complexity. Design methods —divide and
conquer — backtracking — binary search — merge sort — quick sort —selection — matrix
multiplication — the greedy method. Dynamic programming: shortest paths — optimal search
trees. Backtracking. NP-hard and NP-complete problems.

CS212

ciliaca ) dwaia u.elu.\h

Introduction to Software Engineering

This course covers essential topics such as: Software crisis — Software process models — Agile
software development — Analysis — Requirements engineering — Use case model — Design
principles -UML — Tools and Methods — Basic design patterns — Introduction to testing —Unit
testing — Version control




CS213

UL ae ) 68 alad 8 dadia
Introduction to Database Systems e S8 ki

This main objective of this course is to provide students with the concepts of relational database
systems. Major topics of this course include: Evolution of database management systems,
Relational data model, Relational database design, Structured Query Language (SQL), Entity-
Relationship (E-R) modeling and design, Functional dependencies and normalization, Physical
data Storage and File Organization.

Also, to provide students with an in-depth understanding of the design, management, and
implementation of database systems. Additionally, it provides the administration features of any
RDBMS. Major topics of this course include: Review of Relational Algebra, Database
Architectures, Indexing and Hashing, Query Processing and Optimization, Physical Database
Design, Database Tuning, Transaction Processing, Concurrency Control, Database Recovery,
Database Security and Authorization

CS214

L) B
Operating Systems . e

Operating systems design and implementation. Types of operating systems- Basic structure;
synchronization and communication mechanisms; implementation of processes, process
management, scheduling, and protection; memory organization and management, including
virtual memory; I/O device management, secondary storage, and file systems.

CS215

48 ) | Al
Digital Image Processing 2ad )ll ) pall 43

Image sampling and quantization color, point operations, segmentation, morphological image
processing, linear image filtering and correlation, image transforms, Eigen images,
multiresolution image processing, noise reduction and restoration, feature extraction and
recognition tasks, image registration. Emphasis is on the general principles of image processing

CS311

Computer Networks i} il

Principles and practice. Structure and components of computer networks, packet switching,
layered architectures. Applications: web/http, voice-over-IP, p2p file sharing and socket
programming. Reliable transport: TCP/IP, reliable transfer, flow control, and congestion control.
The network layer: names and addresses, routing. Local area networks: Ethernet and switches.
Wireless networks and network security.

//(\/
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CS221

Programming for Data Science UL o glad daa

The goal of becoming proficient in the scientific computing and data science stack. Technologies
covered include NumPy, SciPy, Pandas, Scikit-learn, and others. Topics will be chosen from
Linear Algebra, Optimization; Machine Learning, and Data Science

CS222

Introduction to Human-Computer

- Lt g bl (o Jo il avanat (B dadia
Interaction Design yaladl g Gludy) G Jo Ul pranali (2

Introduces fundamental methods and principles for designing, implementing, and evaluating
user interfaces. Topics: user-centered design, rapid prototyping, experimentation, direct
manipulation, cognitive principles, visual design, social software, software tools

CS223

Parallel Computing 450 gial) A gadl

Introduction to parallelism and parallel programming. Most new computer architectures are
parallel; programming these machines requires knowledge of the basic issues of and techniques
for writing parallel software Topics: varieties of parallelism in current hardware (e.g., fast
networks, multicore, accelerators such as GPUs, vector instruction sets); importance of locality,
implicit vs. explicit parallelism, shared vs. non-shared memory, synchronization mechanisms
(locking, atomicity, transactions, barriers), and parallel programming models (threads, data
parallel/streaming, MapReduce, Apache Spark, SPMD, message passing, SIMT, transactions,
and nested parallelism)

CS224

Mining Massive Data Sets daduall clibyl) o il

Availability of massive datasets is revolutionizing science and industry. This course discusses
data mining and machine learning algorithms for analyzing very large amounts of data. The
focus is on algorithms and systems for mining big data. Topics include: Big data systems
(Hadoop, Spark, Hive); Link Analysis (PageRank, spam detection, hubs-and-authorities);
Similarity search (locality-sensitive hashing, shingling, manhating, random hyperplanes);
Stream data processing; Analysis of social-network graphs; Association rules; Dimensionality
reduction (UI/; SVD, and CUR decompositions); Algorithms for very-large-scale mining
(clustering, nearest-neighbor search); Large-scale machine learning (gradient descent, support-
vector machines, classification, and regression); Submodular function optimization;
Computational advertising

CS225

Introduction to Computer Sound ualal] il gua (b dadia

Core mathematics and methods for computer sound with applications to computer science.
Background on digital signal processing; time- and frequency-domain methods. Project-focused
exploration of computer sound areas: fundamentals of sound analysis & synthesis, robotics and
learning (sound features, filter banks & deep learning, perception; localization, tracking,
manipulation), speech (recognition, synthesis), virtual and augmented reality (3D naturalization;
HRTFs, reverberation), computational acoustics (wave simulation, physics-based modeling,
animation sound); computer music (music synthesis, instrument modeling, audio effects,




historical aspects), games (game audio, music and sound design, middleware), hardware
acceleration (architectures, codecs, synthesizers).

CS226

Introduction to Optimization LY b datia

Optimization theory and modeling. The role of prices, duality, optimality conditions, and
algorithms in finding and recognizing solutions. Perspectives: problem formulation, analytical
theory, computational methods, and recent applications in engineering, finance, and economics.
Theories: finite dimensional derivatives; convexity, optimality; duality, and sensitivity.
Methods: simplex and interior-point, gradient, Newton, and barrier.
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Al211

Artificial Intelligence:

s . AL g ggalaall 5o likaa) s LS
Principles and Techniques 5 i “

Artificial intelligence (Al) has had a huge impact in many areas, including medical diagnosis,
speech recognition, robotics, web search, advertising, and scheduling. This course focuses on
the foundational concepts that drive these applications. In short, Al is the mathematics of making
good decisions given incomplete information (hence the need for probability) and limited
computation (hence the need for algorithms). Specific topics include search, constraint
satisfaction, game playing, Markov decision processes, graphical models, machine learning, and
logic

Al212

Introduction to Machine Learning A alas & dadia

Topics: statistical pattern recognition, linear and non-linear regression, non-parametric
methods, exponential family, GLMs, support vector machines, kernel methods, model/feature
selection, learning theory, VC dimension, clustering, density estimation, EM, dimensionality
reduction, ICA, PCA, reinforcement learning and adaptive control Markov decision processes,
approximate dynamic programming, and policy search.

AI213

Cyber security fundamentals () ead ) b

The Cybersecurity Fundamentals Online Course provides learners with principles of data and
technology that frame and define cybersecurity. Learners gain insight into the importance of
cybersecurity and the integral role of cybersecurity professionals. The interactive, self-guided
format provides a dynamic learning experience where users can explore foundational
cybersecurity principles, security architecture, risk management, attacks, incidents, and
emerging IT and IS technologies.

Al214

Data science and analytics cdlatl] y clibpl plo

Data Science & Analytics focuses on new ways to capture and understand data from the world
around us. It helps us make better decisions for people, communities, and industry. The BSc in
Data Science & Analytics at UCC provides an education in data storage, manipulation and
interpretation using mathematical sciences and computational methods which assists us solve
complex real-world problems. In the first and second year, you will study the mathematical and
computational foundations of data _scignce and analytics. During the third year, you begin

e \%
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applying the fundamentals of data science and analytics to real life problems and data. In Spring
of third year, you undertake a six-month work placement (paid in most cases) providing an
opportunity to apply the knowledge you have learnt in a work-place environment. In the fourth
year, you choose specialized modules and undertake an independent project, which enables you
to investigate more applied elements of the discipline. Firms specializing in analytics, financial
services and consulting, and governmental agencies to name but a few are currently seeking
graduates with data analytics skills to fill a range of positions.

Al311

Introduc‘flon to Automata and S aiaall A 4 82 o g
Complexity Theory ;

Mathematical introduction to the following questions: What is computation? Given a
computational model, what problems can we hope to solve in principle with this model?
Besides those solvable in principle, what problems can we hope to efficiently solve? In many
cases we can give completely rigorous answers; in other cases, these questions have become
major open problems in computer science and mathematics. By the end of this course, students
will be able to classify computational problems in terms of their computational complexity (Is
the problem regular? Not regular?

Decidable? Recognizable? Neither? Solvable in P? NP-complete? PSPACE-complete? etc.)

Al312

Introduction to robotics il ga g ) ale A Aadia

Robotics foundations in modeling, design, planning, and control. Class covers relevant results
from geometry, kinematics, statics, dynamics, motion planning, and control, providing the basic
methodologies and tools in robotics research and applications. Concepts and models are
illustrated through physical robot platforms, interactive robot simulations, and video segments
relevant to historical research developments or to emerging application areas in the field.

Al313

Logic Programming dabatal) Ao )

Logic Programming is a style of programming based on symbolic logic. In writing a logic
program, the programmer describes the application area of the program (as a set of logical
sentences) without reference to the internal data structures or operations of the system executing
the program. In this regard, a logic program is more of a specification than an implementation;
and logic programs are often called runnable specifications. This course introduces basic logic
programming theory, current technology, and examples of common applications, notably
deductive databases, logical spreadsheets, enterprise management, computational law, and game

playing.

Al314

Deep Learning Cpand) alacill

Deep Learning is one of the most highly sought-after skills in Al. We will help you become good
at Deep Learning. In this course, you will learn the foundations of Deep Learning, understand
how to build neural networks, and learn how to lead successful machine learning projects. You
will learn about Convolutional networks, RNNS, LSTM, Adam, Dropout; Batch Norm,
Xavier/He initialization, and more. You will work on case studies from healthcare, autonomous
driving, sign language reading, music generation, and natural language processing. You will
master not only the theory, but also see how it is applied in industry




AI315

Computer Vision clally 4 )

Robots that can navigate space and perform duties, search engines that can index billions of
images and videos, algorithms that can diagnose medical images for diseases, or smart cars that
can see and drive safely: Lying in the hem of these modern Al applications are computer vision
technologies that can perceive, understand and reconstruct the complex visual world. This
course is designed for students who are interested in learning about the fundamental principles
and important applications of computer vision. Course will introduce several fundamental
concepts in computer vision and expose students to several real-world applications, plus guide
students through a series of projects such that they will get to implement cutting-edge computer
vision algorithms.

(Badins Aol 5 ) awdill ciliaia : G
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AI316

Applied Machine Learning (rdadail) 1Y) ol

This course emphasizes practical skills and focuses on giving you skills to make these algorithms
work. You will learn about commonly used learning techniques including supervised learning
algorithms (classification, logistic regression; linear regression, SVM, Random Forest, neural
networks/deep learning), unsupervised learning algorithms (Clustering). Also, topics includes
high dimensional data, principal component analysis, as well as learn about specific applications
such as anomaly detection and building recommender systems.

AlI317

Natural Language Processing with x . , e
J | e dazandalf Asll) dadlaa
Deep Learning (rard) pladll aa Aoy :

This course covers methods for processing human language information and the underlying
computational properties of natural languages. Focus on deep learning approaches:
understanding, implementing, training, debugging, visualizing, and extending neural network
models for a variety of language understanding tasks. Exploration of natural language tasks
ranging from word vectorization and syntactic processing to coreference, question answering,
and machine translation. Moreover, topics include backprop and neural networks, dependency
parsing, recurrent neural network and language models, natural language generation.
Examination of representative papers and systems and completion of a final project applying a
complex neural network model to a large-scale NLP problem.

AI318

Reinforcement Learning Jnall alail)

To realize the dreams and impact of Al requires autonomous systems that learn to make good
decisions. Reinforcement learning is one powerful paradigm for doing so, and it is relevant to
an enormous range of tasks, including robotics, game playing, consumer modeling and
healthcare. This course will cover topics including Markov decision processes and
reinforcement learning problem, evaluative feedback, dynamic programming, Monte Carlo
methods, temporal-difference learning, Q-learning, reinforcement learning with function
approximation, batch reinforcement learning, policy search, and fast learning.

Pt Sy




DS311

Introduction to Perception i) ale B datia

The objective of this course is to teach fundamental facts and concepts of perceptual psychology
and sensory neuroscience. This course covers topics including: beginning of perception, neural
processing, cortical organization, perceiving objects and senses, visual attention, taking action,
perceiving motion, perceiving color, hearing, speech perception. Moreover, this course answers
the following questions: How can we measure people's perceptual abilities? What can
neuroscience teach us about perception? What is the difference between your eyes and a camera?
How do we perceive an infinite number of colors? How does the brain code motion? How do
we perceive 3D if our eyes take 2D images? How does the brain enable us to recognize faces,
places, and objects? What are sounds made off?, What are the principles and mechanisms of
speech perception?

Al411

Decision Making under Uncertainty Ol ane JB A 18 KEG]

This course is designed to increase awareness and appreciation for why uncertainty matters,
particularly for acrospace applications. Introduces decision making under uncertainty from a
computational perspective and provides an overview of the necessary tools for building
autonomous and decision-support systems. Following an introduction to probabilistic models
and decision theory, the course will cover computational methods for solving decision problems
with stochastic dynamics, model uncertainty, and imperfect state information. Topics include
Bayesian networks, influence diagrams, dynamic programming, reinforcement learning, and
partially observable Markov decision processes. cover: air traffic control, aviation surveillance
systems, autonomous vehicles, and robotic planetary exploration.

Al412

Representation Learning in Computer . £
wlall A (oiail) eﬂ’-ﬁ\
Vision ! A0

A representation performs the task of converting an observation in the real world (e.g. an image,
a recorded speech signal, a word in a sentence) into a mathematical form (e.g. a vector). This
mathematical form is then used by subsequent steps (e.g. a classifier) to produce the outcome,
such as classifying an image or recognizing a spoken word, Forming the proper representation
for a task is an essential problem in modern Al. In this course; we focus on 1) establishing why
representations matter, 3) classical and modern methods of forming representations in Computer
Vision, 3) methods of analyzing and probing representations, 4) portraying the future landscape
of representations with generic and comprehensive Al/vision systems over the horizon, and
finally 5) going beyond computer vision by talking about non-visual representations, such as the
ones used in NLP or neuroscience. Moreover, topics of this course includes representation
background, fully supervised representation, recurrence/feedback based representation, losses,
2D and 3D object and scene representation, domain adaptation, broad perception representation,
representations in the brain, memory-based representation and inference, and unsupervised
learning representations.

DS411

L aadl) (e sdasand) Ay gadl) daua )
NLP: From Language to Information ! S Jﬁnc_‘u ]JA“

Extracting meaning, information, and structure from human language text, speech, web pages,
social networks. This course introduces methods include: string algorithms, edit distance,
language modeling, the noisy channel, machine learning classifiers, inverted indices,
information retrieval, vector semantics, sequence labelling, collaborative filtering, neural

embedding, PageRank. Applications such as question _answering, sentiment analysis,




information retrieval, text classification, social network models, spell checking; recommender
systems, chatbots.

DS312

Fundamentals of Data Science alibyl) ale Cilgislon

This course provides an introduction to the basic concepts of data science; presents effective
methods of data visualization and summary statistics to explore complex data; and reviews
probability theory, with an emphasis on conditional probability as a foundation of modern
computational statistical methods and AI. The course covers basic computational statistical
inference employing three approaches: maximum likelihood frequentist, bootstrap frequentist,
and Bayesian. There is an overview of the properties and behavior of the rich family of linear
models, which are foundational to many machine learning and Al algorithms, and a focus on
applying Bayesian models and inference to real-world problems. The course explores models
for time series data and (time permitting) spatial data. Fundamentals of the R programming
language and related tools for usage in Data Science. Problem Solving using R implementing
basic statistics, data gathering, preparation, and analysis, data visualization, case studies, and
some ethical issues. Fundamentals of the Python programming language and related tools for
usage in Data Science.

DS313

Introduction to Big Data

; daddall clild) iy L8 daia
Technologies g

The course introduces Big Data problems and associated frameworks and technologies. First,
the course motivates the topic using real-world big data problems. Second, it sheds light on
handling big data, from data collection, to monitoring, storage, analysis, and reporting. The
course also includes programming models used for scalable big data analysis. It also introduces
one of the most common Big Data frameworks, namely Hadoop, in addition to the Map-Reduce
Programming Model. Finally, it solves sample case studies using the covered Big Data analytics
tools. This course provides an explanation of the Big Data ecosystem components like HDFS,
MapReduce, Sqoop, Flume, Hive, Pig, Mahout (Machine Learning), R Connector, Ambari,
Zookeeper, Oozie and No-SQL like HBase. Understand the impact and value of Apache Spark
in the Big Data ecosystem.

DS412

Analysis of Categorical Data Ay gidl) clild] Jalad

The analysis of discretely measured responses such as counts, proportions, nominal variables,
ordinal variables, discrete interval variables with few values, continuous variables grouped into
a small number of categories, etc. Topics of this course include: Detection of outliers in
categorical data; Inference and distributions for discrete data; Inference for contingency tables;
Generalized linear models for count data; Models for binary and multinomial response (logistic
regression, Poisson regression, Loglinear models); Classification and regression trees; Cluster
analysis for categorical data; The course includes an applied project using computer
programming language such as R or Python.

DS413

Data Visualization A yall il

The amount and complexity of information produced in science, engineering, business, and
everyday human activity is increasing at staggering rates. The course discusses visual
representation methods and techniques that increase the understanding of complex data. Good
visualizations not only present a visual interpretation of data, but do so by improving
comprehension, communication, and decision making. In this course, you will learn how the
human visual system processes and perceives images, good design practices for visualization,
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tools for visualization of data from a variety of fields, and programming of interactive
visualizations using 3D. Topic of this course also includes exploratory data analysis, perception
and interaction, data-drive documents (D3) and their uses, using space effectively, animation,
color and graph layout.

DS414

Deep Generative Models Bl gial) Adyand) gz Mall)

Generative models are widely used in many subfields of Al and Machine Learning. Recent
advances in parameterizing these models using neural networks, combined with progress in
stochastic optimization methods, have enabled scalable modeling of complex, high-dimensional
data including images, text, and speech. In this course, we will study probabilistic foundations
and learning algorithms for deep generative models, including Variational Autoencoders (VAE),
Generative Adversarial Networks (GAN), and flow models. The course will also discuss
application areas that have benefitted from deep generative models, including computer vision,
speech and natural language processing, reinforcement learning and teaching machine to paint,
compose, and play.
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DS420

Modern Applied Statistics: learning alal) s&paal) (Al plaayl

This course covers the following topics: Overview of supervised learning. Linear regression and
related methods. Model selection, least angle regression and the lasso, stepwise methods.
Classification. Linear discriminant analysis, logistic regression, and support vector machines
(SVMs). Basis expansions, multivariate adaptive regression splines, and regularization. Kernel
methods. Generalized additive models. Kernel smoothing. Gaussian mixtures and the EM
algorithm. Model assessment and selection: cross-validation and. the bootstrap. Path wise
coordinate descent. Sparse graphical models.

DS421

gén i) s&uaall ég,thﬂ‘ glaay)
bl

Modern Applied Statistics: Data Mining

This course covers several topics including: New techniques for predictive and descriptive
learning using ideas that bridge gaps among statistics; computer science, and artificial
intelligence. Emphasis is on statistical aspects of their application and integration with more
standard statistical methodology. Predictive learning refers to estimating models from data with
the of predicting future outcomes; in particular, regression and classification models.
Descriptive learning is used to discover general patterns and relationships in data without a
predictive goal, viewed from a statistical perspective as computer automated exploratory
analysis of large complex data sets.




DS422

rmlal o gial plo

Computational Genomics

Applications of computer science to genomics, and concepts in genomics from a computer
science point of view. Topics of this course includes: dynamic programming, sequence
alignments, linear-space alignment, hidden Markov models, Gibbs sampling, and probabilistic
context-free grammars. Applications of these tools to sequence analysis: comparative
genomics, DNA sequencing and assembly, genomic annotation of repeats, genes, and
regulatory sequences, microarrays and gene expression, phylogeny and molecular evolution,
and RNA structure.

Al421

Natural Language Understanding dapbal) Aall) agd

This course focused on developing systems and algorithms for robust machine understanding of
human language. Draws on theoretical concepts from linguistics, natural language processing,
and machine learning. Topics include semantics, distributed representations of meaning,
dimensionality reduction, relation extraction, natural language inference, semantic parsing,
supervised sentiment analysis, grounded language understanding, dialogue agents, and
contextual word representations (including updated coverage of BERT, RoBERTa, ELECTRA,
and XLNet). Special lectures are provided for developing projects, presenting research results,

Al422

and making connections with industry
Lﬁal.ual\ Jshiadl

Computational Logic

This courses focuses on rigorous introduction to symbolic Logic from a computational
perspective. Encoding information in the form of logical sentences. Reasoning with information
in this form. Overview of logic technology and its applications - in mathematics; science,
engineering, business, law, and so forth. Topics include the syntax and semantics of
Propositional Logic; Relational Logic, and Herbrand Logic, higher order logic, dynamic logic
and comutability, validity, contingency, unsatisfiability, logical equivalence, entailment,
consistency; natural deduction (Fitch), mathematical induction, resolution, compactness,
soundness, completeness

DS428

1- clibgll agle b5 ik cle g ga

Selected topics In Data sciences-1

This course aims at introducing students to novel topics Data sciences that need to be identified
in a responsive manner as technology evolve and develop

DS429
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Selected topics In Data sciences-2

This course aims at introducing students to novel topics Data sciences that need to be
identified in a responsive manner as technology evolve and develop
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This course will continue for two semesters. In the first semester, a group of students will select
one of the projects proposed by the department and analyze the underlying problem. In the
second semester, the design and implementation of the project will be conducted.
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CY301 Introduction to Cryptography sl e 8 dadia

The course will begin with a short history of classical cryptographic systems, before continuing
with one of the two main pillars of modern cryptography, namely symmetric crypto systems.
Topics covered are pseudorandom functions, number generators, stream ciphers, block ciphers,
hash functions, message authentication functions, and block cipher modes-of-operations. Next,
the second main pillar of modern cryptography, namely asymmetric cryptography, is covered.
This includes topics such as asymmetric encryption, digital signatures, and key exchange, as
well as some of the hard mathematical problems underlying the security of asymmetric systems,
such as the factoring problem and the discrete logarithm problem.

More advanced topics, such as cryptographic protocols or post-quantum cryptography, may
also be covered depending on available time and student interest.

CY302 |Introduction to Information Security o gledll (gl 2 At

In this course will cover the foundational principles of information security, such as
confidentiality, integrity, governance, risk management, and compliance. Next, the
organizational assets and how they are protected using security controls. Then, the course moves
to auditing, monitoring, and testing and how to use, review and evaluate the effectiveness of
those security controls. Finally, the course shows how could organizations manage and prepare
for security incidents, disruptions, and disasters and how they manage the day-to-day operations
considering network security, operating system security, database security , Information security
management -Anonymity and privacy

and human factors in security.

CY303 Secure Software Analysis & e e
Development

Learn best practices and techniques for developing software in a way that prevents the
inadvertent introduction of security vulnerabilities in mobile, enterprise, web-based, and
embedded software systems. This three-day Secure Software Development course contains a
mix of lecture and hand-on exercises that emphasize not only the development of code that is
secure, but, because of the application of secure coding techniques, is maintainable and resilient.




CY304

Web programming with cybersecurity il e ae gl ey

This course covers the UpToDate web-based technological solutions for organizations. This
involves looking at web, desktop, and mobile-based solutions. In addition, you will be taught
how to analyses cyber-security risks and how to take necessary steps to mitigate them. This will
need the following topics of cryptography for data security, Biometrics for access control,
mechanisms to identify and test vulnerabilities to be covered.

For web programming abilities, common and essential programming languages, such as
JavaScript and PHP and frameworks like Bootstrap will also be introduced.

CY305

Multimedia security saamiall Ll gl oyl

This course contains an introduction to the problem of data hiding, digital watermarking. history
of watermarking, applications and properties, models of watermarking, methods classification
and evaluation, perceptual models in digital watermarking, robustness and security, digital
watermarking techniques, content authentication, steganography and steganalysis, history of
steganography, general concepts and applications of steganography, multimedia data
steganography techniques.

CY306

Mobile and Wireless Security U PRPI IS

This course contains the Security basies of the wireless networks.( Wireless networks threats,
Wireless networks audit tools, Basic protection techniques.), IEEE 802.11* wireless networks
standards security (Security weaknesses of WEP, Security mechanisms in 802.11i standard,
Extended authentication protocols in Wi-Fi , Wireless attacks. Wireless IPS, Cisco TrustSec
architecture, Network Level security of wireless networks. Using VPNs and Firewalls) ,
Embedded and cyber-physical systems features. Bluetooth and ZigBee security (Embedded
and cyber-physical systems Features, Bluetooth technology and its security features, Bluetooth
vulnerability, attacks and countermeasures, ZigBee security basics. IEEE 802.15.4 standard,
ZigBee vulnerability. Defense of ZigBee systems). The course contains three corresponding lab
modules.

CY411

Network and cloud Security Tl A gally SN ool

This course covers the Fundamentals of Cloud Computing and Architectural Characteristics,
Security Design and Architecture for Cloud Computing, Secure Isolation of Physical & Logical
Infrastructure, Data Protection for Cloud Infrastructure and Services, Monitoring for
unauthorized access, malicious traffic, abuse of system privileges, intrusion detection, events
and alerts, Introduction to Cloud Design Patterns(Platform-to-Virtualization & Virtualization-
to-Cloud and Cloud bursting), Platform-to-Virtualization & Virtualization-to-Cloud o Cloud
bursting, Cloud Computing Security Design Patterns, Cloud Computing Security Design
Patterns — 11, Policy, Compliance & Risk Management in Cloud Computing, Cloud Compliance
Assessment & Reporting - Case Stud. Cloud Service Providers — Technology Review.

CY412

Security Architecture and Engineering OaY) Auanin 5 &) jlans

Security Architecture and Engineering is designed to help students build and maintain a truly
defensible security architecture. “The perimeter is dead” is a favorite saying in this age of

mobile, cloud, and the Internet of Things, an_d we are indeed living in new a world of “de-




perimeterization” where the old boundaries of “inside” and “outside” or “trusted” and
“untrusted” no longer apply

In this course, students will learn the fundamentals of up-to-date defensible security
architecture. There will be a heavy focus on leveraging current infrastructure (and investment),
including switches, routers, and firewalls. Students will learn how to reconfigure these devices
to better address the threat landscape they face today. The course will also suggest newer
technologies to aid in building a robust security infrastructure. Lab should cover topics like
(Traditional Security Architecture; Defensible Security Architecture; Threat, Vulnerability,
and Data Flow Analysis; Layer 1 Best Practices; Layer 2 Best Practices; Netflow, ayer 3:
Router Best Practices; Layer 3 Attacks and Mitigation; Layer 2 and 3 Benchmarks and
Auditing Tools; Securing SNMP; Securing NTP; Bogon Filtering, Blackholes, and Darknets;
IPv6; Securing IPv6; VPN; Layer 3/4 Stateful Firewalls; Proxy, NGFW; NIDS/NIPS; Network
Security Monitoring; Sandboxing; Encryption; Secure Remote Access; Distributed Denial-of-
Service (DDOS), Application (Reverse) Proxies; Full Stack Security Design; Web Application
Firewalls; Database Firewalls/Database Activity Monitoring; File Classification; Data Loss
Prevention (DLP); Data Governance; Mobile Device Management (MDM) and Mobile
Application Management (MAM); Private Cloud Security; Public Cloud Security; Container
Security

CY413

Introduction to Digital Forensics 8 e il bl 8 e

This course is designed to provide the student with a good understanding on the field of digital
forensics. The course will focus on the field of Digital Forensics including legal and
investigative viewpoints. Forensic analysis and digital evidence over a wide range of
technologies topics addressed are Chain of custody, evidence integrity and forensic soundness ,
File and live system forensics , Timeline analysis , Forensic reconstructions , Internet and
network forensics , Automation and forensic tools , Reporting and presenting evidence , Expert
witness and cybercrime law , Computational forensics , Forensic readiness and other advanced
topics if time permits

CY414

Critical Infrastructure Protection L) dgiail) 40 djlas

This course covers the topics of critical infrastructures and information infrastructures, threat
actors and agents in critical infrastructures, infrastructure modelling, robustness, and
dependencies, cyber-physical systems and their security, control systems security, selected
aspects of critical telecommunications infrastructure security and resilience, selected aspects of
power networks and generation infrastructure security and resilience, selected aspects of oil and
gas infrastructure security and resilience and the selected aspects of transportation infrastructure
security and resilience.

CY415

Healthcare Information Systems Security fgaall e N il glas plai ol

This course provides an introduction to e-Healthcare Information Security; Securing e-
Healthcare Information; Laws and Standards for Secure e-Healthcare Information; Secure e-
Healthcare Information Systems; Comprehensive Framework for Secure e-Healthcare
Information; Unified Security Evaluation Framework for e-Healthcare Information Systems.




CY416 | System Software Security L) gl - el

This course contains the topics of Software Security: Security Goals, Common Software
Security Pitfalls, Overview of Software Risk Management for Security, Software Security
Principles, Auditing Software, Selecting a language; Java Security : Java Virtual Machine, Byte
code Verifier, Java Sandbox, Java Language security constructs, The Class loader, Class
accessibility, Java Cryptography architecture; Secure CGI/API Programming; Buffer
Overflows : Overview, Defending against Buffer Overflow, Internal Buffer Overflows, Heap
Overflows, Stack Overflows, Attack Code; Database Security : Security Problems in
Databases, Secure DBMS Design, Security Controls, Using Views for Access Control, Field
Protection, Statistical Database Protection, Statistics Concepts and Definitions, Security against
Statistical Attacks; Client-side Security: Traditional Threats, Using SSL, Browser as a security
hole; Server-side Security : Current Major Host Security Problems, Minimizing Risk by
Minimizing Services, Secure Content Updating, Physical Security, Access Control Strategies;
Firewall : Basic Architecture, Client Proxies, Server Proxies.
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CY420 Cybersecurity Policy and el ol i
Governance

o Design, develop, and implement cybersecurity and crisis management strategies that defend
against, mitigate, and ensure recovery from cyber-attack.

e Develop and present the most cogent case for cybersecurity investment to senior executives,
boards of directors, and government officials.

e Cultivate and promote ethical principles that complement and advance company policies
and government interests.

e Bridge the communication gap between information technology security professionals and
key business and government stakeholders.

e Design, develop, and implement cyber risk assessment methodologies, best practice
organizational models, sufficiency standards, and risk management options.

CY421 Quantum information processing el o slaall Aallas

This course will explore the foundation of quantum computing. As this is a multidisciplinary
subject, the course will cover basic concepts in theoretical computer science and physics in
addition to introducing core quantum computing topics.

CY422 Network Administration ENTAI BRI

Installation and administration concepts. Configuring and troubleshooting devices and access to
resources. Management, monitoring, and optimization of system performance, reliability, and




availability. Design issues and support in a corporate environment. Troubleshooting and end |
user support.

The course provides students with the knowledge and the skills necessary to install, configure
and administer a network on server machines that are part of a domain. The course approaches
network administration on both operating system and hardware levels and provides the
foundations for the related Cisco certification.

CY423

Software Reverse Engineering &

Malware Analysis 1) gl il el pall A Sall dnig]

In this course students will learn malware analysis techniques, assembly fundamentals, reverse
basics, reversing rats and key logger files, memory analysis, windows internals, remnux,
dynamic malware analysis techniques, static malware analysis techniques, malicious document
analysis. Reverse engineering is explained from scratch and lab demos are presented to the
students, topology of malware (what is virus. trojan, worm, ransomware, rootkit, etc.), how to
reverse engineer software in general, how to perform static and dynamic analysis of malware,
history of malware (from brain.a to stuxnet and beyond), how to build signatures to stop
malware, how to use artificial intelligence and machine learning in malware analysis.

CY424

Machine Learning for Cybersecurity ol GO AY) alas

This course covers the topic of Introduction and Basics I: Point estimation, MLE, linear
regression, bias-variance trade-offs, Introduction and Basics 1I: Linear classification, clustering,
feature selection, Spam Filtering, Adversarial Attacks on spam filters, Deep learning basics,
Application and Ethics: Deep learning basics contd., Face recognition, Ethical concerns,
Training data-poisoning attacks on deep learning, Adversarial input attacks on Deep Learning,
Privacy . Training data and model reconstruction attacks: differential privacy s; differential
privacy, Deep fakes and fake news detection, deep fakes and fake news detection, Model
accountability and interpretability, Investigating bias and fairness concerns.

CY425

Quantum communications sl ayuaiy

The main aim of this course is to cover the topics of Quantum key distribution, protocols (BB84,
E91 and SARGO04 protocols). Post-processing in quantum key distribution. Polarization, time-
bin and spatial encodings. High-dimensional quantum key distribution. Entanglement, Bell
states, Bell inequalities, loopholes, requirements for loophole free Bell tests. Device-, semi-
device- and measurement-device-independence. Secure key rate analysis. Side-channel attacks,
detector blinding, faked states attack, countermeasures. Robust QKD protocols, such as MDI-
QKD and TFQKD. Multi-photon protocols, quantum networks and applications, co-existence
of classical and quantum data in the same channels. Fiber-based, satellite and drone based
quantum communication.

CY426

Cyber Physical Systems Security Al 1y il el ol

this course, contains the basics of cyber physical systems, including the design principles and
methodologies. Further, there will be a detailed treatment of the security challenges for cyber
physical systems, which vary in practice due to the diverse nature of the application environment
of cyber physical systems. These different forms of security breaches, observed across diverse
cyber physical systems, will be put in a well-characterized taxonomy, to be systematically

identified as attack surfaces. The techniques to-handle these attacks will be described in a generic




manner, including key management and wireless/RFID communication. The attack surfaces and
protection/mitigation principles will then be elaborated with practical case studies, from the
representative cyber physical systems such as automotive, smart card systems and smart grid.

CY427

Ethical Hacking Fundamentals G Y ClEaY Ll ool

In the course of Ethical Hacking Fundamentals student will get a basic understanding on how hackers
think and how this is different from ethical hacking. Participants will get a walkthrough, through
different example pentest reports where he/she will get to know the difference between a good and a
great pentest report. The “Threat Modelling” presentation will teach the student on how to create high
level “data flow diagrams” for any application/process and apply the STRIDE/DREAD Methodology to
create and understand risks that are relevant to scoping security for a pentest tender/assignment.
Participants will get an understanding of several OWASP (Open Web Application Security Project) top
10’s relating to Web, Mobile and API. Labs include interactive hacking session, relating to OWASP and
how this can be translated to risk management. During the Code Reviewing session student will get an
understanding on how to communicate on new functionalities in code and how to achieve their goals
while performing code reviews.

CY428

Advanced Digital Forensics aditall il e il Quball

Digital Forensics: Investigation Procedures and Response This course is an introduction to
Computer Forensics Investigation Procedures and Response. It provides a basic understanding
of the importance of computer forensics, how to set up a secure lab, the process for forensic
investigation including first responder responsibilities, how to handle various incidents and
information on the various reports used by computer forensic investigators.

Digital Forensics: Investigation Wireless Networks & Devices The growth of wireless
networking technologies has given rise to many security issues. Wireless technology has become
popular because of its convenience and low cost. This course pertains to the study of Computer
Forensics Students will be introduced to advanced techniques in computer investigation and
analysis with interest in generating potential legal evidence. An overview of cybercrime and
security will be addressed by explaining the basic security procedures and will include
discussions of the various security threats that today’s users face. This course will prepare
students to gather all necessary information and evidence to support prosecution in a court of
law. This course will examine wireless networks and devices and will discuss how to investigate
wireless attacks, as well as PDA, iPod, iPhone, iPad, and Blackberry forensics. Current literature
will be examined on such topics.

Digital Forensics: Investigation Network Intrusions & Cybercrime Security The increase
in the use of the Internet and ensuing growth in cybercrime have given rise to the field of digital
forensics. Students will be introduced to advanced techniques in computer investigation and
analysis with interest in generating potential legal evidence. This course examines computer
related crime and abuse cases to gather all necessary information and evidence to support
prosecution in a court of law. Collection of evidence, investigating information hiding, and
intrusion response techniques will be explored. This course will examine network intrusions,
network traffic, web attacks, DoS attacks and corporate espionage. Current literature will be
examined on such topics.

Digital Forensics: Investigation Data & Image Files This course is designed to expose the
student to the process of detecting attacks and collecting evidence in a forensically sound manner
with the intent to report crime and prevent future attacks. Learners are introduced to advanced
techniques in computer investigation and analysis with interest in generating potential legal




evidence. The course provides a basic understanding of steganography, data acquisition and
duplication. It examines how to recover deleted files and partitions and image file forensics.

CY429 | Selected Topics In cybersecurty-1 1= Sl 0¥ 85 )50 e gun g

This course aims at introducing students to novel topics cybersecurity that need to be
identified in a responsive manner as technology evolve and develop

CY430 | Selected Topics In cybersecurty-2 2- Homadl Y1 85 )i Cle g s

This course aims at introducing students to novel topics cybersecurity that need to be
identified in a responsive manner as technology evolve and develop
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This course will continue for two semesters. In the first semester, a group of students will select
one of the projects proposed by the department and analyze the underlying problem. In the
second semester, the design and implementation of the project will be conducted.
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1S414 Systems Analysis and Design phaill ppanaty Jilas

The main objective of this course is to provide students with knowing the concept of systems
analysis and design, and its meaning in practice. Additionally, students will use a variety of
information systems analysis and problem-solving tools and approaches. It describes the basic
techniques of project estimating, writing detail specifications. The major topics of this course
include: Introduction of Information system components, Types on information systems, System
development life cycles, The systems analyst and Systems planning and Determining
requirements like Interviews, JAD and RAD, Object-oriented systems development and
Analyzing requirements and Evaluating alternatives, and Systems design and Systems
implementation.




IS411

Robotics and Intelligent Systems L8N dadail 5 iy )l

This course provides students with a working knowledge of methods for design and analysis of
robotic and intelligent systems. This course contains System Modeling, Biological and
Cognitive Paradigms for Robot Design, Articulated Robots, Mobile Ground Robots, Intelligent
Agents, Control System Principles, Open- and Closed-Loop Control, Optimality and
Constraints, Stability and Performance, Computing, Measurement, State, and Parameter
Estimation, Sensors and Sensing, Formal and Fuzzy Logic, Decision-Making and Machine
Learning, Decision Trees, Bayesian Belief Networks, Classification of Data Sets, Task Planning
for Individual and Multiple Agents, Numerical Methods for Evaluation and Search, Expert
Systems, Neural Networks for Classification and Control

IS312

Introduction to Cognitive Science Yl asle i dania

This course includes an Overview of Cognitive Science, an Overview of component fields
(psychology, neuroscience, computer science, linguistics, anthropology, and philosophy),
cognitive and functional approaches for Linguistics, Perception and Action, Sensation and
Perception, Computer Science & Artificial Intelligence, What is computation, Machine
Learning (Neural networks, regression, classifiers), Brain-computer Interfaces, Human
Computer Interaction and Robotics, Interactive design, Human-robot interaction, social robotics
and the uncanny valley, Neural and robotic prostheses

IS316

Introduction to Psychology:

; . Gl oYl s GbanY! rpuiill Ale b dasia
Sensation and Perception ek el ¢,

This course contains an Introduction to Psychology: Sensation and Perception Sensation versus
perception, Waves and wavelengths, Vision, hearing and other senses, Illusions and psychology,
Principles of perception, How can we measure people's perceptual abilities? What can
neuroscience teach us about perception? What is the difference between your eyes and a camera?
How do we perceive an infinite number of colors? How does the brain code motion?

IS311

Digital Signal Processing and control L Sl g )1 0l JLEYT dadles

This course covers fundamentals of signal and system analysis. Topics include what is a signal,
signal representation, signal and systems, frequency, filtering, classification of signals, periodic
and non-periodic signals, operations performed on dependent (amplitude scaling, addition,
multiplication, differentiation, integration) and independent variables (time scaling, reflection,
time shifting), elementary signals, time domain representations of linear time invariant systems
(LTI), convolution, interconnections of LTI systems, discrete-time Fourier transform,
continuous-time Fourier transform, Z-transform, analog filter design, Butterworth filter,
Chebychev filter, elliptic filter, digital filters, IIR and FIR filters.

h




1S412

Artificial Vision and Pattern

al Ll Gle Ca il y dpelihaiall iy )l
Recognition

This course aims at studying the fundamental techniques for image processing and advanced
issues on machine vision related to the problems of automatic analysis and recognition of
complex images. The course contains Filtering and smoothing operations, Morphological
techniques, Feature Extraction, Lines and corners detection, Identification of basic geometrical
structures, Color and texture analysis, Color models, kinds of texture, texture feature extraction,
geometrical methods, Image Segmentation and Image Classification, Unsupervised
segmentation based on regions and edges, Supervised classification, theoretical decision
methods, statistical methods, neural networks, Stereoscopic Vision, Camera calibration and
camera systems, epipolar geometry, image rectification, search for correspondences,
triangulation, Perception and 3D Modeling, Range images generation, extraction of geometric
elements, automatic scene generation, scene recognition, geometrical hashing.

IS313

Introduction to FPGA Design for

Embedded Systems fiers FPGA pyesail 4o

This course includes the architecture of programmable logic devices including Field
Programmable Gate Arrays (FPGAS), describing the difference between an FPGA, a CPLD, an
ASSP, and an ASIC, designing logic circuits using LUTs, FPGA Design Tool Flow, using Intel
Altera’s Quartus Prime Development Suite, verifying the integrity of the design using the RTL
Viewer, Using the TimeQuest timing analyzer, FPGA Architectures (SRAM, FLASH, and Anti-
fuse), Programmable logic design using schematic entry design tools

1S413

Agent Intelligence and Data Mining UL i (g Al e\SAl)

Agent Intelligence through Data Mining offers a self-contained overview of a relatively young
but important area of research: the intersection of agent technology and data mining. This course
contains Introduction to Data Mining (DM), Data Mining and Knowledge Discovery, Intelligent
Agents and Multi-Agent Systems, Exploiting Data Mining on Mas, Coupling Data Mining with
Intelligent Agents, Data Mining on the Application Level of a Mas, Mining Agent Behaviors,
Mining Knowledge for Agent Communities, Agent Retraining and Dynamical Improvement of
Agent Intelligence, Areas of Application & Future Directions

IS415

Deep learning for Self-Driving Cars Baldll 4l il jlpall Gpanll alail

This course includes how self-driving cars work, Computer Vision, Finding Lane Lines on the
Road, Advanced Lane Finding, Deep Learning, deep neural networks and convolutional neural
networks to classify traffic signs, Sensor Fusion, Tracking objects over time, Kalman filters,
Extended Kalman Filters, Localization, Kidnapped Vehicle, Planning, Control, building a
proportional-integral-derivative (PID) controller to actuate the vehicle, and System Integration

IS314

Introduction to IoT and connecting

; LusY eyl ) dedia
things g =

The Internet of Things is transforming our physical world into a complex and dynamic system

of connected devices on an unprecedented scale. This course contains Introduction to IoT,

Connecting Devices, Access Networks, Edge Computing, Data Platforms: Interoperability and

Insight ,Streaming Data Processing for IoT, Applied Machine Vision and IoT, Data

Representation and Reasoning, Crowdsourcing and Human-in-the-Loop for [oT, IoT Security,

[oT Data Privacy, Blockchain: Enabli}“:ﬂms.t«on the Internet of Things, Healthcare, Smart
2

Energy. Loy "“:\




IS315

Evolutionary Algorithms & Neural

Networks 3

This course contains Fundamentals of Evolution, Introduction to Evolutionary Computation
(EC), Common EC Methods, Genetic Algorithms, Genetic Programming, Evolutionary
Programming, Evolution Strategies, Grammatical Evolution, Cultural Evolution, Introduction
to Neuroevolution, Weight Evolution, Topology Evolution, Learning Rule Evolution,
Combinations, and Deep Neuroevolution.

1S416

Smart devices LKAl 5 3eal

This course focuses on the core technology and components of the world’s most popular
smartphones and smart watches. Topics include details of the iOS and Android smartphone OSs
(Operating Systems), mobile communications 1G to 5G, Smart Device Specs, the components
of smartphones (smartphones’ camera, battery, CPUs, GPUs, chipsets), , description of the
functionality of thread based multi-core scheduling and processing, Wireless Charging
Technology, IP Code, description of the smart device sensors, checking the mobile network, the
fundamentals of Moore’s law along with state-of-the-art 10 nm semiconductor technology and
benefits of smaller transistors.
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1S420

Optimization for machine learning NIRRT ]

This course teaches an overview of modern optimization methods, for applications in machine
learning and data science. This course contains Convexity, Gradient Methods, Proximal
algorithms, Coordinate Descent Methods, Sub gradient Methods, Non-Convex Optimization,
Frank-Wolfe, Accelerated Methods, Primal-Dual context and certificates, Lagrange and Fenchel
Duality, Second-Order Methods, Quasi-Newton Methods, Gradient-Free and Zero-Order
Optimization, Convergence to Critical Points, Saddle-Point methods, Alternating minimization
for matrix and tensor factorizations, Parallel and Distributed Optimization Algorithms,
Synchronous and Asynchronous Communication, Lower Bounds

IS421

Intelligent systems management in

i LAl aall 8 AKAN dadaiYl 5yl
Smart Cities 5

This course includes the meaning of Smart Cities, How can Artificial Intelligence facilitate the
development of Smart Cities, Potential use cases of Al in Smart Cities, Public transit, Public
safety, Building automation systems, Power grids, Smart City Planning from an Evolutionary

Perspective, Smart Cities and Mobility,}l’@%@iq of Smart Cities, Vulnerabilities, Risks,
)




Mitigation, Prevention, E-Capital and Economic Growth, Applying Social Media Messaging,
How to Overcome the Dichotomous Nature of Smart City Research, Mapping Smart Cities,
Towards Post-Anthropocentric Cities,

1S422

Introduction to Vision and Robotics i gy 05 A5l 8 Aadia

This course includes Basics of Robotics and Linear Algebra, positions, Rotational
transformations and parameterizations of rotations, Homogeneous transformations, kinematic
chains and DH convention, DH convention and forward kinematics, Inverse kinematics and
angular velocity, Trajectory design and configuration space, Configuration space with examples
and motion planning introduction, Motion planning roadmap and motion planning review,
potential field and PRM, Mobile robot, sensors and actuators, Computer Vision for Robotic
Perception, Sensors, Images, Color Spaces, Image Enhancement, Visual Feature

1S423

Intelligent Autonomous Robotics Aliiuaall L83 Wl g0 g )

This course contains Introduction to Robotics, Reactive Control, Sensing for action, Exploiting
physics, Behaviour Based Control, Hybrid Systems, Probabilistic Approaches, Maps and
Planning, Breadth-first search, Filters, Simultaneous Localisation and Mapping, SLAM in
practice, Appearance matching, Dynamic environments, Collective Robotics, Emergent group
behavior, Emergent co-operation, Evolutionary robotics, Robots as dynamical systems,

1S424

Fundamental of Cognitive : . e
gy gl | Je il il
Interaction with Robots Bl s

This course contains Introduction to Cognitive robotics and Human Robot Interaction, The
Building Blocks Of Cognitive Robotics, the basic building blocks needed to build a thinking
robot, Smart materials, Brain physiology and neural signal transmission, Architecture of the
Brain, Nerve cells, Nerve cells, Introduction to Synchronization Models,
Electroencephalography, Intelligence architecture, Theories of Intelligence, Kuramoto Model,
Child-Robot Interaction, Human-Robot Interaction (HRI), control and computational learning
in complex, dynamic and uncertain systems, integration of different processes of perception and
interaction with people

1S425

Intelligent Decision Support System DAl aeal A€ kil

This course includes Complexity of real-world systems or domains, The need of decision
support tools, Decision Theory, Modelling of Decision Process, Evolution of Decision Support
Systems, Decision Support Systems (DSS),Advanced Decision Support Systems (ADSS),
Intelligent Decision Support Systems (IDSS), Intelligent Decision Support Systems (IDSS),
IDSS Architecture, IDSS Analysis and Design, Requirements, advantages and drawbacks of
IDSS, IDSS Validation, Implementation of an IDSS in a computer, Knowledge Discovery in a
IDSS, Data Structure, Data Filtering, Knowledge Models (Descriptive models, Associative
models, Discriminant Models, Predictive models, Uncertainty Models, Probabilistic models,
Fuzzy models), Post-Processing and Model Validation, Post-processing techniques, Validation,
Statistical Methods for Hypotheses Verification, Tools and Applications, Software Tools for
IDSS Development, Application of IDSS to real-world problems




1S426

Quantitative Reasoning & Statistical b ] Al Y (3l oSNl
Methods for Planners :

This course develops logical, empirically based arguments using statistical techniques and
analytic methods. This course contains epistemological foundations, math review, What's in a
number, basic numeracy, measurement, Measures of variability, Exploratory data analysis and
visualization, Cross-tabulations, X*tests, Scatterplots, correlation, cause and effect,
confounding variables, Simple regression, The assumptions of regression analysis,
Review/slack, presentation and graphs, Lattice plots

1S427

Professional Practice in intelligent

AN AadaiY) 3 Auigall A jladll
Systems :

The main objective of the PPAI course is to build the capacity of young professionals to
investigate, identify, demonstrate and promote Artificial Intelligence (Al) techniques for
industrial applications. This course includes ethical principles should Al researchers follow,
restrictions on the ethical use of Al, Industrial Applications of Artificial Intelligence, the best
way to design Al that aligns with human values, building moral principles into Al systems,
benefits or harm of Al systems, moral framework and value system to assess the impact of Al

1S428

Selected Topics in Intelligent

1- ASAN AadaiY) 85 jlide Cile guinge
Systems-1 "

This course aims at introducing students to novel topics in intelligent systems that need to be
identified in a responsive manner as technology evolve and develop

1S429

Selected Topics in Intelligent

2- 48N Aakail) 85 )liaa Cile a9
Systems-2 :

This course aims at introducing students to novel topics in intelligent systems that need to be
identified in a responsive manner as technology evolve and develop

4yl Baaina cilelu (6) 3 (AuSdl a2l 7 AL £ g pdia 12-3

GP441

Graduation Project g AL £ g

This course will continue for two semesters. In the first semester, a group of students will select
one of the projects proposed by the department and analyze the underlying problem. In the
second semester, the design and implementation of the project will be conducted.
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Al316

Applied Machine Learning (il AY) alas

This course covers practical skills and focuses on giving you skills to make these algorithms
work. You will learn about commonly used learning techniques including supervised learning
algorithms (logistic regression; linear regression, SVM, neural networks/deep learning),
unsupervised learning algorithms, K-means), as well as learn about specific applications such
as anomaly detection and building recommender systems

AI317

Natural Language Processing with
Deep Learning

This course covers the Methods for processing human language information and the underlying
computational properties of natural languages. It also Focus on deep learning approaches:
understanding, implementing, training, debugging, visualizing, and extending neural network
models for a variety of language understanding tasks. Exploration of natural language tasks
ranging from simple word level and syntactic processing to coreference, question answering,
and machine translation. Examination of representative papers and systems and completion of a
final project applying a complex neural network model to a large-scale NLP problem.

AI318

Reinforcement Learning Jomall il

To realize the dreams and impact of Al requires autonomous systems that learn to make good
decisions. Reinforcement learning is one powerful paradigm for doing so, and it is relevant to
an enormous range of tasks, including robotics, game playing, consumer modeling and
healthcare. This course will briefly cover background on Markov decision processes and
reinforcement learning, before focusing on some of the central problems, including scaling up
to large domains and the exploration challenge.

Al411

Decision Making under Uncertainty o e
Jdh gl Slas)
(Data Science) Ol pae Jla Al el 3

This course is designed to increase awareness and appreciation for why uncertainty matters,
particularly for aerospace applications. Introduces decision making under uncertainty from a
computational perspective and provides an overview of the necessary tools for building
autonomous and decision-support systems. Following an introduction to probabilistic models
and decision theory, the course will cover computational methods for solving decision problems
with stochastic dynamics, model uncertainty, and imperfect state information. Topics include
Bayesian networks, influence diagrams, dynamic programming, reinforcement learning, and
partially observable Markov decision processes. The course also covers air traffic control,
aviation surveillance systems, autonomous vehicles, and robotic planetary exploration.

Al412

Representation learning in ’ e
sl dy gl el |
Computer Vision (Data Science) : 2 Al (A il ol

A representation performs the task of converting an observation in the real world (e.g. an image,

a recorded speech signal, a word in Wto a mathematical form (e.g. a vector). This
S& Ay




mathematical form is then used by subsequent steps (e.g. a classifier) to produce the outcome,
such as classifying an image or recognizing a spoken word, Forming the proper representation
for a task is an essential problem in modern Al. in this course; we focus on the following:
e establishing why representations matter,
e classical and modern methods of forming representations in Computer Vision,
e methods of analyzing and probing representations,
 portraying the future landscape of representations with generic and comprehensive
Al/vision systems over the horizon, and finally
* going beyond computer vision by talking about non-visual representations, such as the
ones used in NLP or neuroscience

MI311

Advanced Software engineering Aoaiiall ilaa jall dnia

This course aims to equip students to develop techniques of software-intensive systems through
successful requirements engineering, design, testing, maintenance and evolution, and project
and quality management. The software Engineering: The software crisis, principles of software
engineering, programming-in-the-small vs. programming-in-the-large. Software process: The
software lifecycle, the waterfall model and variations, risk-driven approaches, introduction to
evolutionary and prototyping approaches, agile process models, system classifications. Project
management: Relationship to lifecycle, project planning, project control, project organization,
risk management, cost models, configuration management, version control, quality assurance,
metrics. Software requirements: Requirements analysis, functional and non-functional
requirements elicitation, analysis tools, requirements definition, requirements specification,
static and dynamic specifications, requirements review. Software design: Design for reuse,
design for change, design notations, design evaluation and validation. Implementation and
Maintenance: Programming standards and procedures, modularity, data abstraction, static
analysis, unit testing, integration testing, regression testing, verification and validation, tools for
testing, fault tolerance. The maintenance problem, the nature of maintenance, planning for
maintenance

MI312

Database Applications Design &

| ULl ae | 58 calinlad 118 5 aracal
Implementation

The primary purpose of this course is to provide you with a level of knowledge that allows you
to be an effective manager of relational databases in a business environment, whether public or
private. Subjects will include the theory, design, development, and management of modern
relational databases. Cases are used to illustrate many of these subject areas. Basic technical
skills for the class covers database design and implementation: including entity-relationship
modeling, normalization, structured query language, and database management.

MI313

Data driven solutions & applications il e Al sl 5 J Ll

The digital economy is powered by data. The future will be Al powered, and data science will
be the skillset needed to drive AL Data science is how we gain new insights to strategic
questions. This course provides non-technical leaders and managers with the knowledge and
skills to take advantage of data-enabled decision making with the business capabilities of
emerging technology and how to leverage it. Student should be Familiar with non-technical
business leaders with big data terminology and how to guide leaders identify the value within
their own data silos specially for commercial opportunities and operational efficiencies




MI411

Convolutional Neural Networks for

; P (6 ol G yeill AL Sl) dmnll il
Visual Recognition '

Computer Vision has become ubiquitous in our society, with applications in search, image
understanding, apps, mapping, medicine, drones, and self-driving cars. Core to many of these
applications are the tasks of image classification, localization, and detection. This course is a
deep dive into details of neural network architectures with a focus on learning end-to-end models
for these tasks, particularly image classification students will learn to implement, train, and
debug their own neural networks and gain a detailed understanding of cutting-edge research in
computer vision. The final assignment will involve training a multi-million parameter
convolutional neural network and applying it on the largest image classification dataset.

MI412

Embedded and Real-time Systems Al Jiall Aalai¥l 5 doall dakaiyl

In the first course, you will build foundational knowledge, core development skills and the
practices needed to develop programs for embedded and real-time systems. We will provide
code examples during instruction with the goal of helping you develop a complete bare-metal
program by the end of the course. You will gain hands-on experience in embedded
programming and debugging techniques using a hardware with JTAG-based debug interface.
The languages for the course are C and ARM assembly. Use Git as a version control system
for coding assignments and projects throughout the course the course will explore the
integrated development environment (IDE) for embedded systems. Student will be able to test
how software interacts with hardware using registers and 1/O and work with memory access,
timers and clocks, ports, I/O and peripherals.

MI413

Probabilistic Approaches in

il ! elibayl KAl e ddlaa ) el
Artificial Intelligence i 3

The main outcome of the course is to learn the principles of probabilistic models and deep
generative models in Machine Learning and Artificial Intelligence and acquiring skills for using
existing tools that implement those principles (probabilistic programming languages). The
students will learn the theory of probabilistic modelling, variational inference, probabilistic
programming, and deep generative models. They also will be skilled in Model designing,
inference and programming with probabilistic models and deep generative models for a certain
number of problems.

MI414

Intelligent games LSl Gy

This course explores a vastly broadened perspective on the use of Al in games and playable
media: Al as adversary, actor, design assistant, designer, quality assurance tester, data analyst,
player, tutor, etc. Combining elements from academic Al and machine learning with industry
Game Al techniques, students will develop systems that control non-player characters (NPCs),
assist designers in analyzing existing level designs and synthesizing new ones, and statistically
model player behavior in a visually comprehensible way.
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MI307

Computer Vision: From 3D

; o ol ) sl B sl sale ] a ey dyy )
Reconstruction to Recognition ;

This course provides an introduction to the concepts and applications in computer vision. Topics
include: cameras and projection models. low-level image processing methods such as filtering
and edge detection; mid-level vision topics such as segmentation and clustering; shape
reconstruction from stereo, as well as high-level vision tasks such as object recognition; scene
recognition, face detection and human motion categorization.

Al421

Natural Language Understanding bl Sl dalles

This course focused on developing systems and algorithms for robust machine understanding of
human language. Draws on theoretical concepts from linguistics, natural language processing,
and machine learning. Topics include semantics, distributed representations of meaning, relation
extraction, semantic parsing, sentiment analysis; and dialogue agents, with special lectures on
developing projects, presenting research results, and making connections with industry

M1406

Cyber Security Social Engineering o
U dge Laia ) \
(Cyber Security) omall G dpe Luig

Hacking people is the most effective hacking technique, has the highest success rate and is very
difficult to detect and prevent against. Learn how to hack the human firewall and how to protect
yourself and your organization against so called social engineering attacks where people get
manipulated to do things they usually would not do and companies get way too easy hacked
with the support of their own employees without them noticing. The student should understand
what Cyber Security Social Engineering is, how it works and how you can protect yourself and
your organization against it. He will also learn how humans can easily be manipulated by a
social engineer and how to identify and prevent such attacks with a lot of practical examples
how hackers and fraudsters try to hack and how to detect and protect against them

M1407

Spoken language processing 43 ghaiall 41l dallas

This course provides an Introduction to spoken language technology with an emphasis on
dialogue and conversational systems. Deep learning and other methods for automatic speech
recognition, speech synthesis, affect detection, dialogue management, and applications to digital
assistants and spoken language understanding systems are also covered..

Al422

Computational Logic (Data Science) (anll laidll

Rigorous introduction to Symbolic Logic from a computational perspective. Encoding
information in the form of logical sentences. Reasoning with information in this form. Overview
of logic technology and its applications - in mathematics; science, engineering, business, law,
and so forth. Topics include the syntax and semantics of Propositional Logic; Relational Logic,




consistency; natural deduction (Fitch), mathematical induction, resolution, compactness,
soundness, completeness

MI428

Selected topics in machine

. 5 I-UY\;:\SJ@DJ\AMu\L}mJA
intelligence-1 .

This course aims at introducing students to novel topics in machine intelligence that need to be
identified in a responsive manner as technology evolve and develop

MI429

Selected topics in machine

; : 2- Y (18 La3)lide Aile gunga
intelligence-2 "

This course aims at introducing students to novel topics in machine intelligence that need to
be identified in a responsive manner as technology evolve and develop
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This course will continue for two semesters. In the first semester; a group of students will select
one of the projects proposed by the department and analyze the underlying problem. In the
second semester; the design and implementation of the project will be conducted.
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